Below is a detailed, rigorous critique of the provided code and its design. This review focuses on
architectural decisions, code clarity, correctness, maintainability, safety vs. convenience tradeoffs, and
potential improvements or pitfalls. The aim is to dissect the code beyond surface-level observations,
identifying subtle issues, dead code, potential security holes, and ways to refine the approach.

High-Level Overview

The code is designed to parse user-provided code containing Zod schemas and produce a “cleaned” version
that removes unsafe or disallowed constructs. It aims to prevent malicious input from triggering arbitrary
code execution, limit complexity (to prevent excessive resource usage or potential hidden malicious

patterns), and report issues as it goes.

The code consists of multiple modules:

ArgumentValidator: Checks arguments passed to Zod schema methods (like .refine, .transform,
.pipe, etc.) and ensures they match rules (e.g., no async functions, safe regexes, correct argument
counts).

ChainValidator: Validates method chains on Zod schemas, ensuring only allowed methods are used
and that chaining depth is restricted.

SchemaValidator: Orchestrates the entire validation: parsing code, validating imports, ensuring only
“z" from “zod" is allowed, checking variable declarations, and removing offending nodes.

ObjectValidator: Validates object expressions for safe property names, depth, property counts, and
disallows computed properties or spreads.

ResourceManager: Tracks resource usage (node count, timeouts, nesting depth) to avoid overly
complex or time-consuming validations.

Reporting: Records issues found during validation.

This is a security-sensitive domain, so thoroughness, correctness, and clarity are paramount.

Detailed Critique

1. Validation Logic & Safety Heuristics

¢ Name-based identification of schemas:

The code determines if a variable is a schema by checking if its identifier name contains "schema" or if
it's directly a z.* call. This is a heuristic and could lead to false positives or negatives. A variable
named mySchema might be treated as a schema even if it's not, and a schema variable named myType
might be missed.

Improvement: Introduce a stricter rule for identifying schemas (e.g., checking if the initializer is a

z.* call or chain rather than relying on naming conventions).

Allowed methods and arguments:

The code uses a fixed set of allowed Zod methods and chain methods. While this is safer than
allowing everything, it means the whitelist must be maintained as Zod evolves. Missing methods or
typos in method names could cause valid schemas to be blocked.

Improvement: Consider a documented whitelist strategy and possibly allow configuration for



different "modes" or frequently updated method sets.

e Partial function body checks:
The code disallows async and generator functions, which is good, but it does not deeply inspect
function bodies. A malicious user could still insert code inside a allowed function that attempts to run
unsafe operations. The code only checks limited aspects like async/generator flags.
Improvement: More thorough static analysis of the function body could be beneficial. At minimum,
track references and disallow certain global identifiers (like process or global). This might be
complex but would enhance security.

e Regex checks:
The code uses safe-regex to ensure regex patterns are safe. This is a good practice. It also checks
pattern length. However, consider that safe-regex can fail on some edge patterns or might have
performance overhead.
Tradeoff: Safe-regex is a good balance between performance and safety. For extremely strict modes,
you might consider only allowing whitelisted regex patterns or forcing a simpler regex style.

e Unknown node types:
The code often returns false or raises issues for unexpected node types. This is good for safety. But
consider that Babel AST changes over time and you might encounter new node types.
Improvement: A strict fallback that reports an error and removes unknown constructs is good.
Document that unknown nodes = unsafe nodes.

2. Parsing and Transformation Approach

¢ Node removal vs. reconstructing the AST:
The code attempts to remove offending nodes from the existing AST and then regenerate code. While
functional, this can lead to odd formatting or broken code if large chunks are removed.
Improvement: Consider building a sanitized AST from scratch or applying transformations in one
pass to ensure coherence. Multiple passes might increase complexity and risk subtle bugs.

e Comments and formatting:
The code tries to keep comments: true in generation, which is good for preserving code context. But
after removals, comment placement might become awkward. There's no explicit logic to handle
comment attachments. Some comments may drift away from relevant code.
Tradeoff: Keeping comments is nice for user-friendliness, but ensuring that removed nodes don't
orphan comments is non-trivial. Potentially accept that formatting might degrade slightly.

3. Resource & Depth Management

e Timeouts and node count limits:
The ResourceManager forcibly stops validation if node count or time exceeds configured limits. This
prevents infinite loops or extremely large malicious inputs from overwhelming the system. However,
abrupt exceptions might hamper user experience.
Tradeoff: Strong resource limits are safer but can reject valid but large schemas. The code invests
heavily in complexity control (maxDepth, maxNodeCount). This improves safety but can frustrate
users who have large, legitimate schemas.



e Depth tracking:
The code carefully tracks nesting depth (for objects, chains, arguments). Good for safety. However,
these limits are arbitrary and may be too restrictive for legitimate use cases.
Improvement: Allow these settings to be adjustable. Possibly differentiate between complexity that's
truly unsafe and complexity that's just large.

4. Code Clarity and Maintainability

e Dispersed logic:
Logic is split across multiple classes. While modular, some responsibilities blur. For example,
Schemavalidator does top-level orchestration but also decides what statements are allowed.
Argumentvalidator and chainvalidator have separate sets of rules.
Improvement: Document clearly the responsibilities of each validator. Possibly centralize all allowed
methods/rules in a single configuration file or a single class so that changes don't propagate across
multiple files.

e Heuristics and hard-coded sets:
Allowed methods, denied properties, and prefix rules are hard-coded sets. This reduces flexibility.
Improvement: Extract into external configuration files or constants. Possibly provide a documented
method for updating these sets without changing the code.

e Unused or underutilized features:

o The code references enableParallelProcessing and maxConcurrentValidations but no code
paths show actual parallelization.

0 addRuntimeProtection is not visibly enforced anywhere.

0 propertySafety allows allowedProperties and deniedProperties sets, but complex logic for
property names might not be comprehensively tested.

Improvement: Remove unused config flags or implement the corresponding logic. Keep the code
lean.

5. Edge Cases

e Zimport variations:
The code requires import { z } from 'zod';.Ifauser renames z or uses a defaultimport, the
code fails. This is intentional but might break legitimate code.
Improvement: Consider allowing import z from 'zod' as a default. Or clearly document that only a
named import z is allowed.

¢ Non-Z references that look like Z calls:
If a variable named z is declared locally and used, the code might mistake it for the Zod import. The
code checks imports strictly, so presumably z must come from zod, but if that import is missing and
a user defines z themselves, what happens? The code tries to detect no z import and flags errors.
Good, but test this scenario thoroughly.

e Literal arguments and unknown methods:
For unknown methods, the code currently returns true by default if no rules exist. This might allow
unsafe calls if they are not specifically disallowed. Consider failing closed rather than open.



e Async code or loops inside functions:
The code disallows async and generator functions for refine/transform but not inside other allowed
contexts. A complex chain with a function that indirectly calls disallowed operations might slip by.
Without deep static analysis, this is difficult to solve fully.

Tradeoffs Made by the Current Approach

1. Safety vs. Flexibility:
The code heavily restricts what is allowed to ensure safety—only certain methods, no computed
properties, no async functions, restricted argument counts. While safe, this reduces what users can
do. Users might be frustrated if their legitimate schema methods are disallowed or if they cannot use
certain JS features.

2. Performance vs. Thoroughness:
The code attempts a thorough analysis: multiple traversals, safe-regex checks, caching object
validations. This is safer but may slow down performance on large inputs. Users with big schemas
might find these checks slow or arbitrary.

3. Heuristics vs. Precision:
The code uses naming heuristics (e.g., checking includes("schema") ) and large sets of allowed
methods. This approach is simpler to implement but less precise than semantic checks. More precise
checks might mean more complexity and maintenance, but fewer false positives/negatives.

4. Code Maintainability vs. Strict Security Posture:
The current design is maintainable to a degree—it's modular and uses sets—but still relies on manual
updates to allowed/denied lists. Strict rules must be constantly kept in sync with evolving Zod APIs.
More automation or dynamic checks might reduce maintenance at the risk of reducing safety.

5. Removing vs. Rewriting Code:
The tool chooses to remove offending lines/nodes rather than building a safe AST from scratch. This is
more convenient and quicker to implement but might produce odd output. Rebuilding from a known-
good subset of nodes would be safer but more complex.

Final Recommendations

e Refine schema detection logic (don't rely solely on variable names).

e (Centralize allowed/denied methods configuration and consider a fallback that disallows unknown
methods by default.

e Improve function body checks or at least document that internal malicious code might slip if it doesn't
rely on async/generators.

e Consider a single traversal approach with a build-up of allowed nodes, producing a well-structured
sanitized AST.

e Document configuration and tradeoffs clearly, so users know what's disallowed and why.

e Gradually move from heuristics to more semantic checks if security is paramount.



Conclusion

The code is a robust initial approach to safely filtering user-generated code that defines Zod schemas. It
makes tradeoffs that favor safety over convenience. There is room for improvement in precision,
maintainability, and clarity. A careful balance of performance, extensibility, and thorough static analysis
would help make this tool more reliable and user-friendly in the long run.
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